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County Lines

County lines is a form of criminal exploitation where urban gangs persuade, coerce or force chil-
dren and young people to store drugs and money and/or transport them to suburban areas, mar-
ket towns and coastal towns (Home Office, 2018). It can happen in any part of the UK and is
against the law and a form of child abuse.

A list of local outreach support services in
Reading. This can be found on the school
website here.

“Add Everyone” WhatsApp
groups

There is a recent trend with young people
emerging around “Add Everyone” WhatsApp
groups. Regional police forces have warned
that these can expose children and young
people to explicit and harmful material.
There are groups where children are invited
to join and then content such as sexual
images, images promoting self harm, racism
and other inappropriate content are shared.
These may be created by adults or young
people. It can be difficult to control who
becomes a member of these groups and
participants may be asked to add all their
contacts to the group too. INEQE have creat-
ed an article with further information and
guidance for parents. This is available here

Safer Internet Day

Safer Internet Day is 11 Feb 2025. This
is an opportunity to highlight to young
people about how to stay say online.
There will be quizzes in tutor time as well
as resources in some lessons for stu-
dents. For parents wanting to know more
about supporting children online the UK
Safer Internet Centre has a resource
page here

Children and young people may be criminally exploited in multiple ways. Other forms of criminal
exploitation include child sexual exploitation, trafficking, gang and knife crime.

Young people are groomed into county lines by the perpetrators. This process involves the gang
seeking out a child to exploit, overserving them for any vulnerabilities, finding their needs and
wants and manipulating them into believing that being in the gang can fulfil their needs. (Source
NSPCC).

There are a number of risks associated with county lines such as:

° Children may have to travel long distances to places they do not know and deliver/sell
drugs in unsafe spaces

. Exploiters may stage robberies where the young person has their drugs stolen to ensure
they are in debt to the gangs

. Many young people involved will carry knives and weapons and this is raising the risk of

harm to them and others.
For further information, along with advice and guidance on how to support your child please see
the following links: NSPCC ~ CSCP Internet Matters SafedMe Children’s Society

. Spotting the Signs of
Jlo < ‘ County Lines

Travelling Aroun Th!"ﬂ'm“
® young person
m\/'\erou person may be . may become distant
ling around alone, either from you and their
during the day or in the usual friends.
evenings. Hove
’ b
R cter schoohy Phones | Unknow Adults ~~ veor €35 soc,
The most common method for The you person mo%\e(be
gang member to mmeond Possessions befnended nc o
maintain communication with Those who are person who begmsl to
victim is throogh aphone. recruited are often cotict W
When was the last - enticed with new items % your chaIJw
time you monitored your child's ke trainers, clothing, mentioning or spendi
social media and messaging and money. with an unfamiliar,
apps? Consider this: Have individual?
you noticed new items
of clothing that you did
not buy for your child?

Jeremy Indika Talk

On 13th January we welcomed Jeremy Indika to school to talk to staff and stu-
dents around his story of sexual abuse, and how we can try to prevent young
people experiencing this, and support those who have experienced this. He
spoke with Y8, 10 and 11 on the day and delivered training for staff. His story
was incredibly powerful and an important message for our children and young
people to hear. He gave students the strategy of having 5 people to speak to if
support is needed (parents/carers, friends, teachers, police, Childline) and whilst
he told his life experiences around this topic he also focused on how this does
not define a person. For further information around Jeremy and the work he
does please visit his website. Further information around sexual abuse, guid-
ance for parents and support for victims can be found at the following:

NSPCC IDAS Stop Abuse Together

Barnados



https://www.maidenerleghschoolreading.co.uk/attachments/download.asp?file=5222&type=pdf
https://ineqe.com/2024/10/31/safeguarding-alert-add-everyone-whatsapp-group/?utm_medium=email&_hsenc=p2ANqtz--qFlU8Qfvhi8iLOFFqFvj9UtAERHoodglaXpEXfDE4-bAWnCYvh0I6YzT2DkFd7XD5ZgHpvRCj9vmtz_xsNNqmpApgPNmbg_VfTz-KJPgCEhpaGGs&_hsmi=331780625&utm_content=33178
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://learning.nspcc.org.uk/child-abuse-and-neglect/county-lines
https://cscp.org.uk/wp-content/uploads/2020/05/4206.1-County-lines-leaflet-final-web.pdf
https://www.internetmatters.org/issues/online-grooming/protect-vulnerable-children-from-county-lines/
https://www.safe4me.co.uk/wp-content/uploads/2021/10/Unseen-County-Lines-Exploitation-guide-for-parentscarers-practitioners.pdf
https://www.childrenssociety.org.uk/what-we-do/our-work/child-criminal-exploitation-and-county-lines/what-is-county-lines
https://jeremyindika.com/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/child-sexual-abuse/
https://www.barnardos.org.uk/get-support/support-for-parents-and-carers/child-abuse-and-harm/child-sexual-abuse-and-exploitation
https://sexualviolence.idas.org.uk/surviving-sexual-violence-and-abuse/help-for-parents-of-children-who-have-been-sexually-abused/
https://stopabusetogether.campaign.gov.uk/speak-to-your-child/

PARENT AND STUDENT GUIDES
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At National Online Safety we in emp ing p , carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

SUPPORTING CHILDREN’S

MENTALHEALTH

10 Conversation Sfarters for farents

Talking about mental health to children is sometimes hard. To the point that we can put off
raising the subject, not wanting to unearth problems or raise overwhelming subjects that
we perceive our child is too young or not ready for. But rather than keeping children in the
dark, this guide is designed to help you confidently talk about mental health, so they feel
comfortable talking about their own worries and end any stigma before it begins.
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#WakeUpWednesday

This sounds obvious, but it is not something we are always great at. Active listening is
where we listen without interrupting or making judgements and shows interest in
what s being said. If your child feels listened to in the ‘smallest of problems’ they will
become confident that you will listen when the ‘biggest of problems’ arise.
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ASKTWICE

The campaign from timeto changeis great .
https://www.time-to-change.org.uk/support-ask-twice-campaign.
Be tenacious about your child’s wellbeing. Children instinctively
know when your questions and support come froma place of
wanting to help and care.

Areyou sure?

THERE IS NO SUCH THING AS A STUPID QUESTION
This advice also relates to the first point. If your child can .
askyouanyq bout the smallest of things and you
listen and answer without shaming or belittling, then they
will have more confidence to ask the biggest of questions.

(3 TALKABOUT MENTAL HEALTH NATURALLY

Speak about mental health as part of everyday life, so that talking about our feelings and
those of others is normalised. If the usual ‘are you ok? is not creating an opportunity for
dialogue then say something like ‘l know when something like that has happened to mel
feltlike this... is that how you are feeling or are you feeling something else?”

Y@l EMPATHISE g

‘It makes sense that you would feel this way, it is understandable’.
Children often worry about things that we, as adults, might see as
trivial or silly. However, for them at their age and stage itis a big
concern and they need our kindness and care when they show

their vulnerability and share their worries.
HELP YOUR CHILD FEEL SAFE &

Teens particularly feel that by talking about their worries or concerns that this
will make things worse. Reassure your child that you will discuss a plan of action
together and what may or may not need to happen next. If they are a younger
child, itis likely you will need to lead the conversation and explain next steps.

BE OPEN AND HONEST

Children appreciate honesty, particularly if you are having to share information
or talk about a difficult subject. For example, you may be talking about death or
loss; ‘It's very sad that Nana has died’ or ‘I feel sad that Nana has died’. How you
talk about a subject will differ depending on their age and developmental
maturity. Talking about death to a younger child for example will be different to
thatof an older teen, as their ience and under ding of death is different.

KNOW WHEN TO SEEK HELP

Assess the severity of the mental health difficulty you are noticing. Is the difficulty
making it hard for your child to function regularly throughout everyday life? How
frequently is your child affected, how long does it last and how persistent s it? Are
they having problems controlling the difficulty? Talk to your child about your
concerns and thatiitis likely they will need further support beyond family and friends.

Meet our e)(Pert

This guide has been written by Anna Bateman. Anna is
passionate about placing prevention at the heart of every
school, integrating mental wellbeing within the curricu-
lum, school culture and sy Sheisalsoa ber of
the advisory group for the Department of Education,
advising them on their mental health green paper.

www.nationalonlinesafety.com

MIND YOUR LANGUAGE

Be mindful of the language you use at home to describe
and talk about mental health. Stigma often arises from
misconceptions and a choice of language which is
harmful. Using the word ‘mental’, ‘man-up’ or other such
words in a derogatory way won't encourage your child to
talk about their mental health for fear of being belittled.

-

Twitter - @natonlinesafety

ITIS OKTO SAY ‘1 DON'T KNOW WHAT TO DO NEXT’

Adults do not have all the answers but often children
think they do. Itis ok to acknowledge that what your
child is experiencing is not something you have come
across before or know anything about, but that you
will work it out together and seek help together.

Gources of’ Information and Support

Your GP
Young Minds https://youngminds.org.uk/v
https://www.nhs.uk/conditions/stress-anxiety-depression/
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https://www.actionforchildren.org.uk/i
a-simple-guide-to-active-listening-for-parents/

https://www.th I-health

ing-tips/2016/i
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Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 05.02.2020




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

The whole concept of social media relies upon users having friends and/or followers. ‘Friends’ tend to be those with whom users will
share their own personal profile. It’s usually a mutual relationship with both parties able to engage and interact with everything
their friends post online. ‘Followers’ on the other hand can typically be just one-way relationships and, dependent on the platform,
only provide access to certain aspects of an individual’s profile, such as a person’s content feed. A common trait that often exists
between the two however is the desire to gather as many friends or followers as possible.

POSSIBLE ‘FRIEND ENVY’

Children may compare the number of friends or
followers that they have with their own online
friends and people they know. In some cases,
this could lead to ‘friend envy; particularly if
they see this as a sign of popularity. This could
lead to your child showing signs of jealously
and resorting to sending friend requests to
people they don't know that well, or even
strangers, in a desperate bid to increase their
own status online.
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OPEN DOOR POLICY

Another way that children can increase their
following is by leaving their accounts open so that
they can be easily found, and anybody can view
their posts. This is in the hope that other users will
like their posts and decide to follow them, therefore
increasing their numbers. Once again, this can leave
your child vulnerable to being followed by
strangers or people who have dishonest intentions.

FEELINGS OF REJECTION
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COLLECTING ‘FAKE’ FRIENDS

Children who feel under pressure to
increase their friend count or want to
increase their following as quickly as
possible can be vulnerable to collecting
‘fake’ friends. They may, for example,
accept friend requests from people they
don’t know very well or from complete
strangers, inadvertently leaving
themselves open to online bullies, trolls or
even the possibility of being groomed.
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CONSTANT NEED TO PLEASE

As children start to gain more friends or an increasing number
of followers, they might start to feel an added level of pressure
to provide them with more interesting and likeable content.
Almost as if they now have an i waiting, this

need to please may be an extra burden that pushes your child
into oversharing personal information or posting material that
is inappropriate or offensive, inaccurately portraying what
they're actually like in the offline world.

Just like increasing friends and followers can bring a sense of happiness and satisfaction, so the loss of friends and followers can cause children to suffer feelings of sadness and rejection. Depending on
how invested your child is in their social media activities, this could influence their attitude and behaviour offline and potentially have a negative impact on their mental health and wellbeing.

BETHEIR FRIEND OR FOLLOWER

The best way to know who your child is friends with online or
who follows them is to be their friend or follower yourself. This
will allow you to see who your child is engaging with most
online or open up discussions about how they know certain
people they've added to their network who you haven’t heard
them speak about before or you yourself don’t know.

BEHAVE ONLINE AS
THEY WOULD OFFLINE

Your :hild’s behavlour online should always be
dasan of theil offline.
Discuss with your child the pltfalls of trying to be
somebody they're not and that trying to please
everybody will only make them unhappy. Tell them
that they should be proud of who they are and that
they should always behave in an appropriate and
responsible way when posting content online.

Mee{ our exper{

Pete Badh is a writer with over 10+ years in research and

analysis. Working within a specialist area for West Yorkshire
Police, Pete has contributed work which has been pivotal in

successfully winning high profile cases in court as well as

writing as a subject matter expert for industry handbooks.

www.nationalonlinesafety.com

TURN ON PRIVACY CONTROLS

All social media platforms have their own privacy controls
which can be used to help protect children online. For
instance, removing the ability for strangers to comment on
public posts or having a screening process for friend or follow
requests is good practice which can help to ensure your
child’s experience online is a safer one.

TALKABOUT STRANGERS

If privacy measures have been put in place, then usually your
child will receive a notification if somebody tries to befriend
them online. Talk to your child about making sure they don’t
open up their personal life to people they don't know and
that if they are ever in any doubt, they should never accepta
friend request from a stranger.

TALKTO THEM ABOUT THE
VALUE OF REAL FRIENDSHIP 5\

Social media can often distort what true
relationships and friendships should actually be

like. It’simportant to teach your child the value of
true friendships and that ing and v

to people face to face in the real world, offline, is
often a better way to build a more trustlng an'::l
rather than

with
just speaking to them onllne.
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Twitter - @natonlinesafety

DISCUSS WHAT BEING
POPULARACTUALLY IS

A higher number of followers can be a measure
of popularity but can also lack substance
beyond just the number itself. Discuss with
y't:ur child that popularlly can come and go and
thatalarge
necessarily meana large number of fﬂends,
partkularly online where the real va|ue ina

hip cannot be d.

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 04.09.2019




